
Chapter 9  

Tracing Video Usage:  
The Potential of VDI  

9.1. Introduction  

Modern-day information society relies on increasing the number of 
digital resources. Music, films, programs, and sensitive personal data 
(bank accounts, medical records, billing etc.) are stored and moved as 
digital files and shared in their individual formats. Having designed to 
transfer information between computers, the Internet is rapidly 
evolving into an Internet of things1 where services, media, and Real 
World Objects (RWOs) (e.g. products, people and places2) and their 
corresponding data are individually identified. In the context of this 
new Internet, the main center of interest is no longer machines but 
content. At present, the content management solutions are proprietary, 
non-interoperable, and restricted to certain types of information. 
Hence, there is an increasing need for more effective means of 
managing and organizing information sources, ensuring their 
traceability and the ability to search and filter them, as well as to copy, 
protect, and synchronize them while guaranteeing their integrity and 
controlling access to them and their usage.  
                              
Chapter written by Francis LEMAITRE and Valérie LEGRAND-GALARZA. 
1 http://en.wikipedia.org/wiki/Internet_of_Things 
2 See [GAL 11]. 
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The Convergence, a European 7th FP collaborative research 
project3 aims to enhance the Internet using a publication-subscription 
service model which is focused on the content and is based on a 
communal container for all kinds of digital data, including people and 
RWOs. This communal container, called a Versatile Digital Item 
(VDI) is a packet composed of digital data and meta-information 
which are identified individually such as, perhaps, a Website address 
which includes the concept of Digital Item4 in MPEG-21 format5. 
VDIs are designed to support all possible types of information, media, 
services, people, and physical objects independently of their structure 
or the geographic location of their content. The Convergence system 
therefore provides a work environment with: 

– a unique structure and shared resource enabling the users to 
create, publish, subscribe to, name, search for, find, synchronize, and 
protect VDIs for both existing and new types of data; 

– semantic capacities based on RDFs6, facilitating interoperability 
between VDIs from different sources and which are offered by 
Content Description Software (CDS) storing ontologies of domains 
and users;  

– a logical architecture distributed by the storage, distribution, and 
manipulation of VDIs. 

This new computing environment could pave the way for new 
ways of working with digital data which are still limited by  
current technologies and standards. The Convergence project should 
be able to respond to the needs of both professional and amateur 
producers as well as consumers of all kinds of digital information, 
textual documents and RWOs through different media. Some of the 
new functions offered by the Convergence project are, the ability to 
automatically update distributed VDIs as well as certify their 
content, performing semantic searches, automatically removing 

                              
3 For more information, please consult the Convergence Web portal: http://www.ict-
convergence.eu/ 
4 See [BLE 09]. 
5 MPEG-21 is a description standard for multimedia content rights: http://mpeg. 
chiariglione.org/standards/mpeg-21/mpeg-21.htm 
6 Resource Description Framework, a metadata model: http://www.w3.org/RDF 
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VDIs where they have passed an expiry date set by the user as well 
as protecting the personal data, both for the producer and the 
consumer.  

The Convergence project is a European Union 7th Framework 
Program, which was initiated in June 2010 and will be terminated in 
February 2013, and is coordinated by the CNIT (Consorzio Nazionale 
Interuniversitario per le Telecomunicazioni) in Rome, Italy. The Equipe 
Sémiotique Cognitive et Nouveaux Médias (ESCoM) from the Fondation 
Maison des Sciences de l’Homme (FMSH) is participating in the project 
by defining and validating scenarios of usage for VDI technology as  
well as identifying specific needs for managing, describing, republishing, 
and retrieving digital media. More specifically, ESCoM plays a central 
role in developing and implementing a potential context of use for  
VDI technology, which is designed to respond to users’ needs in the 
digitization of intangible and material cultural heritage.  

Therefore, the aim of this chapter is to describe this potential 
context entitled “Tracing video usage” which will be shared and 
experimented within 2012 by using an environment combining 
applications that are specifically designed for the project as well as the 
ASW Studio. The aim of this scenario is to demonstrate the power and 
advantages of VDI technology in collecting, processing, exchanging, 
sharing, and reusing audiovisual digital data and, more specifically, 
those produced by similar communities including both field 
researchers and professionals as well as people or communities 
involved in the documentation process (artists, professionals, 
specialists, journalists, representatives, cultural organizations etc.). 

9.2. Background  

9.2.1. Aims and objectives  

The scenario of “Tracing video usage” is based on the concrete 
fieldwork as described in Chapter 4 which aims to collect, publish, 
disseminate, and use audiovisual corpora documenting the intangible 
cultural heritage of Andean populations in Peru and Bolivia. One of 
the main challenges of this project is to enable the collected content to 
be shared, analyzed, and disseminated as well as used in an ethically 
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correct way in the context of academic research, cultural promotion, 
formal and traditional teaching, or even intercultural communication.  

Valérie Legrand-Galarza began this project as part of her doctoral 
research in anthropology, focusing on the intangible cultural heritage 
of Hispanophone and Quechuaphone Andean populations. During her 
ethnographic fieldwork in Peru and Bolivia, she collected various 
types of data (video, photographic, and audio) documenting different 
parts of the cultural heritage (linguistic, artistic, religious etc.) of the 
communities in question that is, spoken language and oral traditions, 
music and performing arts, rituals and celebrations, arts and crafts, 
indigenous knowledge on nature and the universe, and so on. This 
collected data constitutes an open field corpus (see [STO 11a]) 
forming an essential textual basis for this research. 

In principle, the collected data can also be used for a variety of 
purposes by the socio-cultural communities concerned with, for 
example, programs for safeguarding and transmitting cultural 
traditions, intercultural education programs (e.g. raising awareness 
with young members of the community, teaching traditional 
knowledge and know-how), or even policies for valorizing the image 
of the community or the Quechua language7. The same data can also 
be a partially open material archive for the international community 
of researchers in social and human sciences or those who are 
involved in linguistic and cultural mediation, and defending cultural 
diversity or intercultural dialog (such as UNESCO). They can, of 
course, provide interesting material for formal teaching in schools 
and universities around the world. They can also be of interest for 
certain types of journalism and the media (traditional forms or on the 
Web).  

However, for all these possible uses, highly complex ethical issues 
should be considered and the question of rights to images should  
be carefully examined from the point of view of the indigenous 
communities involved and a collective context. It is therefore essential 
to obtain an explicit consent from the creators or authors of this 
                              
7 For further information on this subject, see Chapter 4 regarding Quechuaphone 
communities. 
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collected data and the population involved to use this material and 
respect the right of indigenous people to revoke or limit the use of their 
images. For example, specific parts of filmed material may not have 
permission that it can be reused in certain contexts or be publically 
accessible (where, for example, only members of the community have 
the right to view the whole material). Hence, the ethical question of 
returning the material should also be considered, whether this consists 
of returning raw or edited data to the communities involved.  

Finally, this scenario demonstrates that VDI technology may 
represent a breakthrough for those who are working in safeguarding 
and valorizing intangible cultural heritage by contributing in:  

– respecting human rights, that is in this concrete example of the 
rights of communities and holders of cultural heritage to take an active 
role in projects about their heritage; 

− promoting cultural diversity by facilitating the circulation  
of knowledge on cultures around the world by responding to  
two fundamental expectations of the concerned persons: a) the 
dissemination of their cultural goods and b) access to this heritage for 
future generations. 

As an innovative tool, VDI technology could be used for 
“traditional” heritages. This also shows that these technological 
advances can constitute essential conditions for improving our 
knowledge about the world and traditional ways of living, if they are 
considered from the view point of several potential users (notably 
indigenous communities), if they take into account the expectations of 
these users and offer possibilities for training which are adapted to the 
use of these technologies by the persons involved. 

9.2.2. Roles 

There are four types of roles played by users in this scenario:  
– audiovisual producers are those who have the rights to audio 

corpora. Audiovisual producers create, publish, or remove video VDIs8 
(containing their encrypted audiovisual resources associated with 
                              
8 See section 9.2.4.1. 
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users’ licenses) by informing the analysts when their videos are 
analyzed or uploaded online; 

– analysts describe and interpret video content using themes, visual 
or acoustic patterns, linguistic and cultural adaptation of video sources 
for a specific audience, download and decipher videos, create, publish 
or remove VDIs9 for analysis (containing analysis linked to specific 
users’ licenses) and inform channel administrators. They are also 
informed when their analyses are uploaded online;  

– Internet channel administrators are responsible for thematic 
audiovisual Internet channels. They create their channel VDIs10, 
subscribe to analyses responding to specific thematic criteria, upload 
or remove analyses from their channel and notify their subscribers. 
They are also notified when their analyses are uploaded online;  

– subscribers follow the uploads on these channels which respond 
to the thematic criteria of their choice and consult these posts on 
audiovisual Internet channels; 

– administrators are in charge of users’ subscriptions and maintain the 
ASW Studio’s digital environment. They set up audiovisual channels, 
make videos available via streaming, and run the Semioscape database.  

9.2.3. Users 

People involved in this context are researchers and professionals 
working in audiovisual documentation of cultural heritage, university 
teachers and students, members of Andean population (Peru, Bolivia 
or Ecuador), archivists, journalists, documentary makers, and IT 
specialists. Some of them have played a particularly central role: 

– Valérie, a PhD researcher working with Hispanophone and 
Quechuaphone population in Peru and Bolivia11. Valérie also runs the 
audiovisual “Andean Intangible Cultural Heritage Archive” (AICH) 
and plays the role of channel administrator. 

                              
9 See section 9.2.4.1. 
10 See section 9.2.4.1. 
11 This work is examined in finer detail in Chapter 4.  
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– Violeta, specialist in Peruvian anthropology has worked with 
cultural institutions such as the INC (National Institution of Culture of 
Peru). She has provided the audiovisual documentation on Andean 
intangible cultural heritage and has also played the role of audiovisual 
producer. 

− Elizabeth, specialist and teacher of intercultural communication, 
is responsible for the audiovisual “Culture Crossroads Archive” 
(CCA). Elizabeth is also the official administrator of this channel. 

− Elizabeth’s students in intercultural communication have been 
asked to analyze videos on subjects relating to cultural diversity and 
intangible cultural heritage. They have also consulted the CCA and 
AICH channels as both analysts and subscribers. 

− Muriel and Jirasri, research engineers at ESCoM (a research lab 
as part of the Fondation Maison des Sciences de l’Homme à Paris). 
They have provided documentation on cultural heritage taken from the 
ARA corpus12 from ESCoM-FMSH. They have also referred to the 
CCA and AICH channels and have the role of audiovisual producers 
and subscribers.  

− Richard, an IT engineer from the Fondation Maison des Sciences 
de l’Homme in Paris. He has provided users with the tools and 
technology required for their work in this digital environment. He also 
plays the role of an administrator.  

9.2.4. The technical environment 

9.2.4.1. VDIs  

For the technical scenario of “Tracing video usage”, the following 
uses for VDIs have been identified:  

1. Video VDIs: including encrypted audiovisual resources, 
metadata describing the video (title, date and location of recording, 
length etc.) as well as licenses authorizing the users to view, 
download, decrypt, analyze, or upload the video online (Table 9.1). 

                              
12 Audiovisual Research Archives: http://www.archivesaudiovisuelles.fr 
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Semantic 
relationship 

Component 
Sub-

component 
Description 

Is Identified by Video Identifier  
The video’s unique 
identifier 

Includes Video Resource  
Encrypted video 
resource 

Is Described by Video Metadata   

  Title Title of the piece 

  Subtitle Subtitle 

  Video Type Genre 

  Authors Authors 

  Producers Producers 

  Date Date 

  Location Place 

  
Spoken 
Languages 

Language(s) used 

  
Short 
Description 

Brief description 

  Media Format Format 

  Media Duration Length 

Includes Licenses   

  Issuer Audiovisual producer 

  Principal 

1. ESCoM  
2. analyst 
3. channel administrator  
4. subscriber 

 

 Rights 

1. storing and sharing 
via streaming  
2. decrypting, 
downloading, and 
analyzing 
3. uploading 
4. watching 

Table 9.1. Video VDIs 
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Semantic 
relationship 

Component 
Sub-

component 
Description 

  Conditions Defined by the producer 

  Encrypted Key 
The video’s encrypted 
key  

Includes 
Event Report 
Requests 

  

  Verbs 

1. downloaded and/or 
decrypted video  

2. analyzed video 

3. uploaded video 

4. analysis or upload of 
the removed video  

  
Destination 
Addresses 

The producer’s address 

Is Identified by 
R-VDI 
identifier 

 
The video VDI’s 
identifier 

Is Signed by 
R-VDI 
signature 

 
The producer’s 
certificate 

Table 9.1. (Continued) Video VDIs  

2. Analysis VDI: refers to a video VDI to which the metadata from 
the video analysis carried out in the ASW Description Workshop13 is 
added along with the licenses that enable specific users to read or 
upload the analysis (Table 9.2). 

3. Channel VDI: relates to an audiovisual channel as well as 
analyses which are uploaded (in the form of references to 
corresponding analysis VDIs) as well as licenses enabling the users to 
upload to the channel (Table 9.3). 

 

                              
13 See Chapter 3 in [STO 11a]. 
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Semantic 
relationship 

Component Sub-component Description 

Is Identified by 
Identifier 
Analysis 

 
The analysis’ unique 
identifier 

Is Described by 
Metadata 
Analysis 

 
OWL metadata from 
the ASW Description 
Workshop 

Includes Licenses   

  Issuer Analyst 

  Principal 
1. channel 
administrator 

2. subscriber 

  Rights 
1. upload 

2. read 

  Conditions Defined by the analyst 

Includes 
Event Report 
Requests 

  

  Verbs 
1. upload analysis 

2. upload cancelled 

  
Destination 
Addresses 

The analyst’s address 

Is Identified by 
R-VDI 
identifier 

 
The analysis VDI’s 
identifier 

Is Signed by 
R-VDI 
signature 

 
The analyst’s 
signature 

Table 9.2. Analysis VDIs 

4. Publication VDI: relates to the dissemination to specific users of 
a new VDI recording on the network. This type of VDI is used to 
inform users about new videos (Table 9.4), analyses (Table 9.5), and 
uploads to the network (Table 9.6). 



Tracing Video Usage: The Potential of VDI     221 

Semantic 
relationship Component Sub-component Description 

Is Identified by Channel 
Identifier  The channel’s unique 

identifier 

References Analyses   

  Analysis 
Identifier 

Identifier for an analysis 
uploaded onto the channel  

Is Described by Channel 
Metadata   

  Title Title 

  Alias Alias 

  URL Web address 

  Short 
Description Short Description 

Includes Licenses   

  Issuer Channel administrator 

  Principal 
1. ESCoM  
2. subscriber 

  Rights 
1. storing 
2. consulting 

  Conditions Defined by the channel 
administrator 

Includes 
Event 
Report 
Requests 

  

  Verbs 
1. upload analysis 
2. upload cancelled 
3. new user’s subscription 

  Destination 
Addresses 

Address of the channel 
administrator 

Is Identified by R-VDI 
identifier  The channel VDI’s 

identifier 

Is Signed by R-VDI 
signature  The channel administrator’s 

certificate  

Table 9.3. Channel VDI 
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Semantic 
relationship Component Sub-

component Description 

Is Identified by Video 
Identifier  The video’s unique 

identifier 

Is Described by Video 
Metadata  See Table 9.1 

Includes Licenses   

  Issuer Audiovisual producer 

  Principal 1. analyst 

  Rights 1. reading 

  Conditions Defined by the producer 

Includes 
Event 
Report 
Requests 

  

  Verbs 1. publication read 

  Destination 
Addresses The producer’s address 

Is Identified by P-VDI 
identifier  The publication VDI’s 

identifier 

Is Signed by P-VDI 
signature  The producer’s certificate 

Table 9.4. Video publication VDIs  

Semantic 
relationship Component Sub-component Description 

Is Identified by Analysis 
Identifier  The analysis’ unique 

identifier  

Is Described by Analysis 
Metadata  See Table 9.2 

Includes Licenses   
  Issuer Analyst 
  Principal 1. channel administrator  
  Rights 1. reading 
  Conditions Defined by the analyst 
Includes Event 

Report 
Requests 

  

Table 9.5. Analysis publication VDIs
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Semantic 
relationship Component Sub-component Description 

  Verbs 1. publication read 

  Destination 
Addresses The analyst’s address 

Is Identified by P-VDI 
identifier  The analysis publication 

VDI’s identifier  

Is Signed by P-VDI 
signature  The analyst’s certificate 

Table 9.5. (Continued) Analysis publication VDIs  

Semantic 
relationship Component Sub-component Description 

Is Identified by Analysis 
Identifier  The analysis’ unique 

identifier 

Is Described by Analysis 
Metadata  See Table 9.2 

Is Described by Channel 
Metadata  See Table 9.3 

Includes Licenses   
  Issuer Channel administrator 
  Principal 1. subscriber  
  Rights 1. reading  

  Conditions Defined by the channel 
administrator 

Includes Event Report 
Requests   

  Verbs 1. publication read 

  Destination 
Addresses 

Address of the channel 
administrator 

Is Identified by P-VDI identifier  The publication VDIs 
identifier  

Is Signed by P-VDI signature  The channel administrator’s 
certificate  

Table 9.6. Upload publication VDIs 

5. Subscription VDIs: relates to a user’s subscription who will then 
be informed when new VDIs on the network responding to their 
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criteria are uploaded. This type of VDI is used to tell the users about 
new videos (Table 9.7), analyses (Table 9.8), and uploads to the 
network (Table 9.9). 

Semantic 
relationship Component Sub-

component Description 

Has 
Conditions 

SPARL 
query  Conditions on metadata and/ 

or the video’s owner  
Includes Licenses   
  Issuer Analyst 

Includes Event Report 
Requests   

  Verbs 
1. new publication 
corresponding to subscription 
conditions  

  Destination 
Addresses The analyst’s address 

Is Identified by S-VDI 
identifier  The subscription VDI’s 

identifier 

Is Signed by S-VDI 
signature  The analyst’s certificate 

Table 9.7. Video subscription VDIs  

Semantic 
relationship Component Sub-

component Description 

Has Conditions SPARL query  Conditions on metadata and/ 
or the author of an analysis  

Includes Licenses   
  Issuer Channel administrator 

Includes Event Report 
Requests   

  Verbs 
1. new publication 
corresponding to subscription 
conditions  

  Destination 
Addresses 

The channel administrator’s 
address 

Is Identified by S-VDI 
identifier  The subscription VDI’s 

identifier  

Is Signed by S-VDI 
signature  The channel administrator’s 

certificate  

Table 9.8. Analysis subscription VDIs 
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Semantic 
relationship Component  Sub-component  Description 

Has 
Conditions SPARL query  

Conditions on metadata 
from an analysis or a 
specific channel  
 

Includes Licenses   

  Issuer Subscriber 

Includes Event Report 
Requests   

  Verbs 
1. new publication 
corresponding to 
subscription conditions  

  Destination 
Addresses The subscriber’s address 

Is Identified 
by 

S-VDI 
identifier  The subscription VDI’s 

identifier  

Is Signed by S-VDI 
signature  The subscriber’s certificate 

Table 9.9. Upload subscription VDI  

9.2.4.2. Tools and applications  

The technical environment used in this scenario offers a range of 
tools for each type of user. As demonstrated in Figure 9.1, there are 
five general applications, each incorporating a user verification tool 
which is specific to the Convergence system.  

1. The video manager offers a range of tools to audiovisual 
producers such as: 

- viewing notifications: this enables the producer to view reports 
of events relating to these videos (this is a default setting offered to 
the user), 

- encrypting a video: this enables the producer to restrict access to 
his/her audiovisual resources by encrypting them before uploading them 
onto the network. Hence, users with a license as well as the necessary 
material (a smartcard and valid reader) can view these videos,  
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- recording a video: this enables the user to create and sign video 
VDI including audiovisual resources, metadata, licenses, and requests 
for event reports, 

- uploading a video: this enables the user to store a video VDI on 
the network after its compliance has been confirmed, 

- publishing a video: this enables us to create and upload publication 
VDI referencing a video onto the network and notify analysts of this fact, 

- removing a video publication: this enables us to remove a 
publication VDI referencing a video and inform subscribed users,  

- removing a video: enables us to remove a video VDI (as well as 
its incorporated video resource) from the network; 

 

Figure 9.1. Tools for the convergence scenario of “Tracing video usage”  

2. The analysis administrator offers a range of tools to analysts: 

- view notifications: this enables the analyst to view event reports 
relating to video publications or relating to their analyses (this tool 
should be provided to the user by default), 

- subscribe to videos: this enables the analyst to create and inject 
subscription VDIs in order to receive event reports when a video 
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responding to specific conditions (metadata, video owner) is uploaded 
to the network, 

- download videos: this enables the analyst to download a video 
from the network if allowed by their license, 

- decrypt videos: this enables the analyst to decrypt a previously 
downloaded video in order to view or analyze it, 

- analyze videos: this enables the analyst to carry out semiotic 
descriptions of videos using the Segmentation Workshop14 in the 
ASW Description workshop15, 

- record an analysis: this enables us to create and sign VDI 
analyses incorporating an analysis in the form of metadata interacting 
with the CDS server16, licenses and requests for event reports,  

- upload an analysis: this enables us to store analysis VDI on the 
network after their compliance and user rights have been confirmed.  

- publish an analysis: this enables us to create and include a 
publication VDI referencing analyses on the network and as such 
notify channel administrators about them, 

- remove analysis publications: this enables us to remove a 
publication VDI referencing an analysis and informing subscribed users, 

- remove analyses: this enables us to remove an analysis VDI (as 
well as its metadata) from the network; 

3. The channel administrator offers a range of tools to administrators:  

- creating a channel: this enables the administrator to create an 
audiovisual channel Web portal using Semiosphere technology17, 

- recording a channel: this enables us to create and sign a channel 
VDI incorporating metadata, licenses, and requests for event reports, 

- uploading a channel: this enables us to store a channel VDI on 
the network after its compliance and user rights are confirmed,  

                              
14 See Chapter 2 in [STO 11a]. 
15 See Chapters 3, 4, 5, and 6 of [STO 11a]. 
16 See section 9.1.  
17 See Chapter 9 in [STO 11a] and section 9.3.13. 
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- making a video available via streaming: this enables us to 
download and decrypt videos (in the same way as in the analysis 
administrator), and then upload it by FTP onto streaming servers; 

4. The channel content administrator offers a range of tools to the 
channel administrator for: 

- viewing notifications: this enables the channel administrator to 
view the event reports related with the publications of the analyses or 
uploads (this should be automatically available to the user), 

- subscribing to analyses: this enables the channel administrator 
to create and upload subscription VDIs to receive event reports when 
an analysis responding to specific conditions (metadata interactive 
with the CDS server, author of the analysis) is published on the 
network,  

- uploading an analysis: this enables the channel administrator to 
upload an analysis on the channel using the ASW Publication 
Workshop18, 

- publishing the upload of an analysis: this enables us to upload a 
channel VDI and then to create and upload a publication VDI referring 
to an analysis and channel. Subscribers are therefore notified about the 
upload of this analysis to the channel, 

- removing the upload of an analysis upload: this enables us to 
update a channel VDI and then remove a publication VDI referring to 
an upload and informing subscribed users, 

- removing an analysis: this enables us to remove an updated channel 
using the ASW Publication Network; 

5. The channel content navigator provides a range of tools to 
subscribers: 

- view notifications: this enables the subscriber to view the event 
reports related with the uploads of the analyses (this tool is 
automatically provided to users), 

                              
18 See Chapters 7 and 10 in [STO 11a]. 
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- subscribe to uploaded analyses: this enables the subscriber to create 
and upload subscription VDIs in order to receive event reports when  
an analysis matching specific conditions (metadata interacting with the 
CDS server, a specific audiovisual channel) is uploaded onto a channel, 

- consulting an analysis and viewing a video on the channel: this 
enables the subscriber to view information about an uploaded analysis 
on a channel and then view this upload on the Web portal of the 
corresponding audiovisual channel.  

9.3. Stages of work 

The scenario of “Tracing video usage” is composed of a series of 
stages referring to tools using both VDI technology and the ASW 
studio. These tools enable us to treat, analyze, and upload audiovisual 
resources in an environment offering powerful functions for 
interactions between users and to control their usage. 

The following sections detail the actions carried out by the user 
and the system for each type of activity identified in this scenario: 

1. user subscription and authentication; 

2. recording and publishing videos; 

3. subscribing to videos; 

4. removing videos; 

5. downloading videos; 

6. recording and publishing analyses; 

7. subscribing to analyses; 

8. removing analyses; 

9. creating a channel; 

10. uploading analyses onto channels;  

11. subscribing to uploaded analyses; 

12. removing uploads; 

13. viewing analyses uploaded to channels.  
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9.3.1. Subscribing and verifying users 

Each user receives a smart card configured with a 4 digit PIN and 
his personal identifier. In addition, each card has a personal and group 
certificate confirming the user’s identity and membership when the 
VDIs are signed.  

For verification, each user must have a card reader and a valid 
smart card and must type the correct PIN code. During authentication, 
there is a mutual authentication between the reader and the card  
(Figure 9.2).  

 

Figure 9.2. Authentication 

The use of a smart card, PIN code, and certificates ensures 
optimum security of the environment, reducing the risks of identity 
theft (because both the card and PIN code would have to be stolen to 
do so), or illegal copying of the system (only card readers certified by 
the producer can carry out tasks). 
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9.3.2. Recording and releasing videos 

This task is carried out by the audiovisual producers such as 
Violeta, Muriel or Jirasri with the Video manager application. Their 
aim is to make videos available to analysts and ESCoM on the 
network (Figure 9.3) and inform them (Figure 9.4) while keeping this 
restricted to permitted users alone.  

The producers confirm their identity (with the smart card and 
reader as described in section 9.3.1), open the Video encryption tool 
and then: 

1. select a video file to encrypt;  

2. identify the new file’s location and begin encryption;  

3. generate an encrypted (new) video file in the specified location. 
The encryption key is incorporated into the new file; 

4. incorporate the encryption key into the smart card, which can 
only be used by authorized users. 

The producer then opens the Video recording tool and: 

1. creates a formula to describe the following components of the 
video: title, sub-title, genre, author(s), producer(s), date of recording, 
language(s), and description;  

2. indicates the file location for the previously encrypted video;  

3. creates video licenses and contact: 

- ESCoM, to share the video via streaming, 

- analysts to decrypt download and/or analyze the video, 

- channel administrators to upload the video, 

- subscribers to view the video;  

4. creates notification requests which inform us when:  

- the video is downloaded or decrypted, 

- the video is analyzed, 
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- the video is uploaded,  

- any analysis or upload of the video is removed; 

5. creates a video VDI and incorporates into the encrypted video 
resource as well as its description in the form of metadata, licenses, 
and notification requests;  

6. signs the VDI with the user’s signature.  

The producer has to then open the Video upload tool and:  

1. send the video VDI which was previously created on the 
network;  

2. check the video VDI for compliance that is: 

- signature of the VDI is confirmed, 

- integrity of the data is verified. 

3. if successful, the VDI is stored on the Convergence network. 

 

Figure 9.3. Recording a video 

The producer has to then open the Video publisher tool and:  

1. record a publication VDI referencing the video VDI which has 
been previously recorded on the network and containing licenses 
allowing analysts and ESCoM to view the VDI;  

2. incorporate the Publication VDI into the network;  
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3. notify the analysts and ESCoM who are subscribed to this type 
of video of this new publication (subscribing to videos is described in 
the following section). 

 

Figure 9.4. Publishing a VDI 

9.3.3. Subscribing to videos 

Subscribing to videos is a task carried out by, for example, 
Elizabeth’s students using the Analysis manager. This means that they 
will be informed when new videos of potential interest to them are 
published (Figure 9.5). 

The analyst confirms his identity and then launches the Subscribe 
to videos tool and:  

1. completes a form describing their subscription criteria: 

- title, sub-title, genre, author(s), producer(s), date and place of 
recording, language(s), and/or a description of the video,  

- owner of the video. 

2. records a subscription VDI containing these subscription 
conditions;  

3. incorporates the subscription VDI into the network; 
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4. notify the users, when a publication VDI corresponding to  
the subscription conditions defined in the subscription VDI is 
incorporated into the network. 

+

User accesses 
Create Subscription

VDI application

Subscription VDI 
injected in the 

cloud

Check VDI 
correctness & User 

license
VDI created

Cloud makes & 
sends Ers

User & Device 
Authentication

Report Error

VDI stored in 
CoNet

YES

YES

NO

NO

 

Figure 9.5. Subscribing to VDIs 

9.3.4 Removing videos 

This activity is carried out by audiovisual producers such as 
Violeta, Muriel or Jirasri using the Video manager application. The 
aim of this is to remove a video recorded on the network (Figure 9.7), 
and also cancel its publication (Figure 9.6). 

The producer confirms his identity and then opens the Remove a 
video publication tool and:  

1. attaches the list of publications (publication VDIs) recorded by 
the producer; 

2. selects a publication and removes it: 

- the user’s license allowing him/her to remove the publication 
VDI is verified, 

- a request to remove the VDI is sent to the network, 

- the VDI is removed from the network;  
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3. sends a notification of its removal to the users involved, 
including:  

- the subscribers to this publication VDI,  

- the analysts having analyzed the related video,  

- the channel administrators having uploaded the video to the 
channel.  

 

Figure 9.6. Removing a publication 

 

Figure 9.7. Removing a VDI 

The producer then opens the Remove a video tool and:  

1. attaches the list of videos (video VDIs) recorded by the producer; 
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2. selects a video and removes it: 

- the user’s license enabling them to remove the video VDI is 
verified, 

- a request to remove the VDI is sent to the network, 

- the VDI and video resource are removed from the network.  

9.3.5. Downloading a video 

This is carried out by analysts such as Elizabeth’s students using 
the Analysis manager application. After having received a notification 
that a new video has been published, their aim is to download the 
video resource in order to analyze it (Figure 9.8). Administrators such 
as Richard also undertake this task with the aim of making this video 
resource publishable on streaming channels.  

The analyst must first confirm his identity and open the View 
notifications application and:  

1. attach the list of videos (video VDI) to which the analyst has 
subscribed;  

2. select a video to download. 

The analyst then opens the Download a video tool: 

1. the analyst identifies the file location for the download; 

2. the user’s license enabling him/her to download this video VDI 
is verified; 

3. the VDI, including the encrypted video files is downloaded to 
the selected file location.  

Finally, the analyst opens the Decrypt a video tool: 

1. the user’s license enabling him/her to decrypt the video VDI is 
verified;  

2. the video resource is decrypted using the decryption key 
incorporated into the user’s smart card;  
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3. the produced video file can be read by any type of media reader 
including that found in the Segmentation Workshop19.  

 

Figure 9.8. Downloading a video 

9.3.6. Recording and publishing analyses 

This task is carried out by analysts such as Elizabeth’s students 
using the Analysis manager application. The aim of this is to 
semiotically describe a video, make it available to the channel 
administrators on the network (Figure 9.9) and inform them of the fact 
(Figure 9.4). 

The analysts initially confirm their identity and download the video 
(as described in section 9.3.5 of this chapter).  

The analysts then use the ASW Segmentation Workshop and the 
ASW Description Workshop20 to analyze the video. This process of 
analysis is recorded locally in the form of OWL format metadata21 
while referencing the CDS server ontologies22. 

The analyst then opens the Record an analysis tool and: 

1. selects the previously created file containing OWL metadata;  

                              
19 See Chapter 2 of [STO 11a]. 
20 See Chapters 3, 4, 5, and 6 of [STO 11a]. 
21 Ontology Web Language, langage de description d’ontologies:http://www.w3.org/ 
TR/owl-ref 
22 See section 9.1. 
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2. selects the video VDI corresponding to the analyzed video;  

3. creates licenses for the analysis by requesting:  

- the channel administrators to upload the analysis online,  

- the subscribers to read the analysis;  

4. create notification requests which allow the analysts to be 
informed when:  

- the analysis is uploaded, 
- an uploaded video is removed;  

5. an analysis VDI is therefore created incorporating OWL 
metadata as well as licenses, notification requests, and a reference to 
the analyzed video VDI;  

6. the VDI is signed with the user’s certificate.  

The analyst then opens the Upload an analysis tool and:  

1. sends the Analysis VDI which was previously analyzed on the 
network;  

2. the VDIs compliance is verified:  

- the user’s license allowing him/her to analyze the referenced 
video is also verified,  

- the VDI should be signed, 
- the integrity of the data is also verified;  

3. if successful, the VDI is stored on the Convergence network.  

The analyst then opens the Publish an analysis application and: 

1. records a publication VDI referencing the previously recorded 
analysis VDI and also containing licenses allowing the channel 
administrators to view the VDI; 

2. uploads the publication VDI to the network; 
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3. notifies the channel administrators about this new publication, 
who are subscribed to this type of analysis (subscribing to analyses is 
described in the following section).  

 

Figure 9.9. Recording an analysis 

9.3.7. Subscribing to analyses  

This task is carried out by the channel administrators such as 
Valérie and Elizabeth using the channel content manager application. 
The aim of this task is that they are informed when the new analyses 
of their interest (i.e. whose subjects correspond to their channel’s 
theme) are published (Figure 9.5).  

The channel administrators confirm their identity and then open the 
Subscribe to analyses tool and: 

1. complete a formula to describe his/her subscription criteria such as:  

- owners’ analyses, 

- semantic conditions, that is conditions to which the analyses’ 
metadata must correspond and be applied, 

- free texts of specific parts of metadata (for example, analyses 
where the title contains the terms “Quechua”), 

- conceptual terms ranging from a thesaurus from a field 
ontology (e.g. places or regions in the Andes Andes – Huancavelica, 
Acomayo, Lambayeque, etc. musical instruments - Charango, Bombo, 
etc. Andean festivals and rites – Corpus Christi, Chukcha rutukuy, 
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Todos santos, Wasichakuy, etc.); to a thesaurus from a domain 
ontology (e.g. subject such as “indigenous languages of the Andes”, 
“oral traditions in the Andes”, “Living artistic traditions in the 
Andes”, “musical traditions of the Andes”, etc.);  

2. a subscription VDI containing these subscription conditions is 
recorded;  

3. the subscription VDI is uploaded to the network;  

4. when a publication VDI corresponding to the subscription 
conditions defined in the subscription VDI are uploaded to the 
network, the user receives a notification. 

9.3.8. Removing an analysis 

This is carried out by analysts such as Elizabeth’s students using 
the Analysis manager application. The aim of this is to remove 
analyses registered on the network (Figure 9.7) and also remove the  
publication (Figure 9.6). 

The analysts initially verify their identity, open the Remove an 
analysis tool and: 

1. attach the list of publications (VDI publications) recorded by the 
analyst; 

2. select a publication and remove it:  

- the user’s license allowing him/her to remove the publication 
VDI is verified, 

- a request to remove the VDI is sent to the network, 

- the VDI is removed from the network;  

3. send a notification of its removal to the users concerned, 
including:  

- subscribers to this publication VDI, 

- the channel administrators who have uploaded the analysis to 
their channel.  
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The analyst then opens the Remove an analysis tool and:  

1. attaches the list of analyses (analysis VDIs) recorded by the 
analyst; 

2. selects an analysis and removes it:  

- the user’s license allowing him/her to remove the analysis VDI 
is verified, 

- a request to remove the VDI is sent to the network, 

- the VDI and its metadata are removed from the network.  

9.3.9. Creating a channel 

This task is carried out by the administrators such as Richard  
by using the Channel manager application. This involves creating  
an audiovisual channel streaming different videos which are 
accompanied by an analysis relating to a specific theme. 

The administrator has to initially launch an audiovisual channel in 
the form of a Web portal using the Semiosphere technology23. 

The administrator therefore opens the Register a channel tool and: 

1. completes a formula that describes the following components of 
the channel: title, alias, URL, and description; 

2. creates licenses for the channel by applying to:  

- ESCoM to host the channel, 

- channel administrators to update the channel, 

- subscribers to subscribe to the channel;  

3. creates notification requests which allow him/her to be informed 
when:  

- an analysis is uploaded to the channel,  

                              
23 See Chapter 9 of [STO 11a] and section 9.3.13.  
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- an upload is cancelled, 

- a user subscribes to the channel;  

4. creates a channel VDI incorporating its description in the form 
of metadata, its licenses, and notification requests;  

5. signs the VDI with the user’s certificate.  

The administrator then opens the Upload a channel tool and:  

1. the channel VDI which was previously created on the network;  

2. the VDI’s compliance is verified:  

- the VDI’s signature is confirmed, 

- data integrity is verified. 

3. if successful, the VDI is stored on the Convergence network.  

9.3.10. Uploading an analysis to the channel  

Uploading analyses is carried out by the channel administrators 
such as Valérie or Elizabeth by using the Channel content manager 
application. After having received a notification about a new analysis 
publication of their theme, the analysis and its corresponding video 
are uploaded to the channel and interested subscribers are informed 
(Figure 9.10).  

The channel administrator initially opens the ASW Publication 
Workshop24 and uploads the analysis to the channel. 

The channel’s administrator confirms his/her identity and then 
opens the View notifications tool and:  

1. attaches the list of analyses (analysis VDIs) to which the channel 
administrators are subscribers; 

2. selects the analysis to upload. 

                              
24 See Chapters 7 and 10 of [STO 11a]. 
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Figure 9.10. Uploading an analysis to the channel 

 The channel administrator then opens the Publish an uploaded 
analysis tool and:  

1. indicates the selected analysis VDI;  

2. creates a new channel VDI where the selected analysis VDI is 
referenced;  

3. the VDI is signed with the user’s certificate;  

4. the new channel VDI is sent to the network; 

5. the VDI’s compliance is verified, this involves confirming that: 

- the user’s license allowing them to remove the old channel VDI 
is verified, 

- the user’s licenses allowing him/her to upload the analysis as 
well as the corresponding video are verified, 

- the VDI’s signature is confirmed, 

- the integrity of the data is verified. 

6. if successful, the VDI is stored on the Convergence network; 
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7. a publication VDI is created referencing the analysis VDI and 
the new channel VDI containing the licenses enabling subscribers to 
view this VDI; 

8. the publication VDI is uploaded to the network;  

9. users who are subscribed to this type of analysis and this channel 
receive a notification when it is uploaded (subscription to uploads is 
described in the following section). 

9.3.11. Subscribing to uploaded analyses  

This task is carried out by subscribers such as Elizabeth, Muriel or 
Jirasri’s students by using the Channel content navigator. This means 
that they will be informed when new analyses which may be of 
interest to them are uploaded to a channel (i.e. whose identified 
subjects correspond to one or more themes of their choice)  
(Figure 9.5). 

The subscriber initially verifies their identity, opens the Subscribe 
to uploaded analyses tool and then: 

1. completes a formula to describe his/her subscription criteria, 
including:  

- audiovisual channel(s), 

- and/or semantic conditions, that is conditions to which metadata 
of uploaded analyses must and could be applied, 

- free texts from specific parts of metadata (e.g. analyses where 
the title contains the term “Quechua”), 

- conceptual terms ranging from those from a field ontology 
thesaurus (e.g. places or regions in the Andes Andes – Huancavelica, 
Acomayo, Lambayeque, etc. musical instruments - Charango, Bombo, 
etc. Andean festivals and rites – Corpus Christi, Chukcha rutukuy, 
Todos santos, Wasichakuy, etc.); to a thesaurus from a domain 
ontology (e.g. subject such as “indigenous languages of the Andes”, 
“oral traditions in the Andes”, “Living artistic traditions in the 
Andes”, “musical traditions of the Andes”, etc.);  
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3. the subscription VDI is uploaded to the network;  

4. the user is notified when a publication VDI corresponding to the 
subscription conditions defined in the subscription VDI is uploaded 
onto the network. 

9.3.12. Removing an upload 

This task is carried out by the audiovisual channel administrators 
such as Valérie or Elizabeth using the Channel content manager.  
The aim of this is to remove an upload from the analysis channel 
(Figure 9.10), and inform subscribers (Figure 9.6).  

The channel administrator has to open the ASW Publication 
Workshop25 and remove the analysis from the channel. 

The administrator initially verifies their identity and opens the 
Remove an uploaded analysis tool and: 

1. indicates the analysis VDI to be removed from those referenced 
on the channel;  

2. creates a new channel VDI where the selected analysis VDI is no 
longer referenced;  

3. the VDI is signed with the user’s certificate; 

4. the new channel VDI is sent to the network;  

5. the VDI’s compliance is verified:  

- the user’s license allowing him/her to remove the old channel 
VDI is verified, 

- the VDI’s signature is confirmed, 

- the data’s integrity is verified. 

6. if successful, the VDI is stored on the Convergence network;  

7. the Publication VDI referencing this upload is suppressed by the 
network;  

                              
25 See Chapters 7 and 10 of [STO 11a]. 
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8. users subscribed to this type of analysis and this channel receive 
a notification of its removal.  

9.3.13. Consulting online channel analyses 

This task is carried out by Elizabeth, Muriel and Jirasri’s students 
by using the Channel content navigator application. After having 
received a notification of a new upload of an interesting analysis, the 
aim is to read this analysis and view the corresponding video  
(Figure 9.11).  

 

Figure 9.11. An upload notification 

The subscriber confirms their identity and then opens View 
notifications tool and:  

1. attaches the list of uploads to which the user is subscribed; 

2. selects an upload; 

3. attaches information relating to this upload including: 

- principal metadata from the analysis (title, date, author(s), 
description, etc.), 

- metadata from the channel to which the analysis is uploaded, 
title, alias, URL, and description.  

4. the subscriber is redirected to the upload’s URL on the Web 
portal of the corresponding audiovisual channel. 
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9.4. Conclusion 

Apart from the technical challenges involved, one of the main 
intellectual objectives of this site is to demonstrate how a 
revolutionary technology can reinforce the production, exploitation, 
and sharing of cultural and academic heritage to a highly diverse 
readership while maintaining an ethical approach to audiovisual 
recordings documenting sensitive areas of expertise and respecting 
intellectual property and different rights affecting this knowledge. The 
Convergence project has shown that the use of VDI technology could 
represent a genuine advance for people working in the field of 
preserving and valorizing intangible cultural heritage by enabling 
them to easily trace different uses of digital resources.  

As we have previously mentioned, it can also be shown that the 
VDI technology contributes: 

1) to respect human rights, that is the rights of communities and 
custodians of cultural heritage to remain as final deciders over any use 
of their heritage;  

2) to promot cultural diversity and intercultural dialog facilitating 
the circulation of knowledge about cultures of the world and 
responding to two fundamental expectations of those involved: a) the 
dissemination of their cultural goods and b) access to this heritage for 
future generations; 

3) to the creation of a next generation tool which can be of service 
to “traditional” heritages, which has shown that technological 
advances can constitute fundamental advances for our knowledge of 
the traditional world on the condition that they are examined in a way 
that is respectful to the people involved and that they are thought of in 
relation to various expectations from different kinds of end users. 
These advances also enable the people involved to be trained in the 
use of these technologies.  

Apart from the very specific case of Andean population and 
researchers working in this context, we can also hope that this 
scenario will evoke and increase interest among various custodians of 
cultural heritage around the world (such as those representing 
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communities and social groups) and figures working in the field of 
cultural heritage. In the context of the current digitalization of culture 
in the form of textual, photographic, and audiovisual data, VDI 
technology represents real progress for the “circulation” of digitalized 
content and their use by multiple users, with a diverse range of 
profiles, interests, and expectations.  

Finally, this test scenario is also designed to explore the various 
possible uses for new social media and Web 2.0 in the context of 
producing, disseminating, and using this content (educational, 
professional, scientific use etc.), specifically those with a strong 
academic value or which are culturally sensitive whose intellectual 
property, ownership, and use must be respected according to a specific 
ethical approach concerning digital resources. In general, VDI 
technology enables each digital resource and audiovisual resource (in 
particular) to be located, identified, and “traced” on the Web. This is 
therefore an excellent guarantee for owners of this type of resource. It 
has also been shown that thanks to this technology, even the most 
minor comment about an audiovisual resource on the Web or various 
social media sites can be communicated to the author or the “moral 
owner” of the resource. These different socio-technological advances 
are a real intellectual breakthrough promoting social dialog and the 
exchange of knowledge in an ethical framework which guarantees that 
the rights of cultural goods are respected. 
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